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Identity Theft: What it is and isn’t  

and how to protect yourself 

May 1, 2020 

 

Setting the stage for a balanced discussion 

We know identity theft is a big deal because the 
Federal Trade Commission (FTC), who promotes 
consumer protection, collected 2.35 million 
fraud and identity theft reports in 2019 alone. i 
However, there is a lot of confusion and 
mysticism surrounding identity theft and many 
consumers are left feeling unsure of what to do 
about it.  

The concept has been around for ages but was 
popularized in 2004 by the Lifetime movie 
“Identity Theft: The Michelle Brown Story.” If 
you missed the movie, here are the highlights: 
The true story of Michelle Brown, who one day 
innocently hands over her credit card details to 
rental clerk Connie Volkos. When Brown starts 
getting bills for services and goods she never 
bought, she realizes what has happened. Then 
her nightmare begins, arrested for default, she 
must prove she is not the guilty party and her 
fight leads her all the way to the US Senate, 
where she fights for tighter laws on identity 
theft. ii   

Many people associate all the stats they see 
regarding identity theft with something like 
what happened to Michelle Brown. That would 
be a terrifying world to live in.  

However, the term “identity theft” is defined by 
the FTC as someone using your Social Security 
number or other personal information to open 
new accounts, make purchases, or get a tax 
refund. It covers a wide range of theft types 
with varying degrees of consumer protections 
in place (thank you Miss Brown!). In fact, credit 
card fraud tops the list.  

I mention this because the stats are staggering, 
but you may have experienced identity theft in 
the last 12 months with minimal or no financial 
impact to you. Someone recently used my 
credit card at an out of state Pepsi machine for 
about $1. Discover called me the same day to 
ask if that was my purchase. I confirmed it 
wasn’t and they took care of everything. 



2 
 

To muddy the waters further, there is a difference between identity theft, identity fraud and other types 
of fraud and the stats tend to get lumped together, creating a hay day for fear mongers.  

Identity theft means that personal information was taken, as with the Target breach in 2013. Identity 
fraud means that information was used in a criminal way, like the fake account openings in the 2013 
Wells Fargo employee scandal. Fraud in general is defined as a wrongful or criminal deception intended 
to result in financial or personal gain. iii Fraud may or may not involve identity theft and doesn’t always 
result in a financial loss (think back to the last time you hung up on a scammer or didn’t click the link).  

The FTC received over 3.2 million consumers complaints in 2019 regarding identity theft, fraud and poor 
business practices. Out of these reports, only about 12% or 388,588 resulted in an actual financial loss, 
as shown in the bar chart. Of note, identity theft is not among the most common forms of fraud within 
the red “fraud with loss” section. 

Breakdown of 2019 Consumer Reports 

 

What thieves walk away with vs. what consumers lose 

We should all strive to keep money out of the hands of thieves, but in order to assess your risk, it’s 
important to understand what you are personally responsible for. Keep in mind though that this is not 
an exhaustive list and every case has its own special nuances, so this should not be taken conclusively.  

Let’s explore what is on the line for consumers by considering three different scenarios: 

Scenario 1- the consumer is an active participant and gets scammed 

The easiest and most common way to commit fraud is to get people to give you the money as shown in 
the following table: 

2019 Top 10 Most Frequently Reported Fraud Categories

 
Source: Federal Trade Commission; The stats include self-filed reports with losses between $1 - $100,00 

Rank Category
# of 

Reports
% Reporting 

$ Loss
Total 
$ Loss

Median 
$ Loss

Average 
$ Loss

1 Imposter Scams 647,472        13% $667M 700$             1,030$          
2 Telephone and Mobile Services 186,022        8% $30M 200$             161$             
3 Online Shopping and Negative Reviews 173,310        68% $136M 110$             785$             
4 Prizes, Sweepstakes and lotteries 124,841        8% $121M 860$             969$             
5 Internet Services 70,852          35% $56M 148$             790$             
6 Travel, Vacations and Timeshare Plans 34,695          48% $105M 603$             3,026$          
7 Foreign Money Offers/Counterfeit Check Scams 31,146          26% $34M 1,500$          1,092$          
8 Business and Job Opportunities 27,569          39% $85M 1,000$          3,083$          
9 Health Care 20,592          52% $8M 137$             389$             

10 Advance Payments for Credit Services 17,408          67% $23M 380$             1,321$          
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 Victims of fraud can experience extreme distress and shame iv 
 Losses of this sort are not likely to be recoverable 

To reduce your risk, trust your instincts. Avoid engaging with unexpected or suspicious phone calls, 
emails, mail, computer prompts or texts and don’t trust any contact information or follow any 
instructions that are provided. If someone claims to be with a large reputable company, you can always 
find the phone number on the official company website and call that if you want to verify authenticity or 
follow up. Check out this article to discover 10 Things You Can Do to Avoid Fraud. 

 

Scenario 2- A credit account is fraudulently opened, government benefits are taken, 

existing credit is accessed, or taxes are filed fraudulently 

There are regulatory and institutional protections in place to reduce the impact of fraud involving areas 
like credit, taxes and government benefits. Most consumers would not suffer any direct out of pocket 
losses in these cases.iv  However, there’s no guarantee that there wouldn’t be exceptions. It’s important 
to stay on top of it and act quickly or the odds of a permanent loss increase substantially. Of note: 

 It could take months or years to get your credit report and other records back to normal iv 
 It could take 10s or 100s of hours of filing paperwork and making phone calls to correct issues 

depending on the severity of the situation iv 
 If you wait too long to report it, you could be on the hook for the entire stolen amount and, just 

like Michelle Brown, you could be arrested. iv This was much more likely to go unnoticed a decade 
ago (or more in the case of Michelle Brown) when alerts and technology were less commonplace. 

 Out-of-pocket expenses to recover your identity average $600 iv 

Take the Farmers Insurance Risk Score to assess your current risk level and get tips on how to bring it 
down. Check to see if you can sign up for free credit alerts through your credit card companies’ 
websites, Opt Out of Prescreened Credit Offers, and Limit Unwanted Mail, Phone Calls and Emails. Then 
read these articles to learn more about Identity Theft: What It Is, How It Happens & the Best Protection 
and How to Keep Your Tax Refund Safe From Fraudsters.  

 

Evaluate a credit freeze 

If you have a particularly high risk of identity fraud or want to limit your exposure you can place a freeze 
on credit. This would prevent new activity from happening without providing a PIN or logging in to the 
credit bureau’s site. Freezing credit for anyone who isn’t actively using it like minors or senior citizens is 
a good idea. Imagine how long it could take to discover identity fraud in their case.vii However, if you are 
not at a high risk and are at a stage in your life where you will be applying for auto loans, home loans, 
credit cards and the like, freezing your credit can be a bit of a hassle and may not be worth it.v You can 
freeze your credit with each of the credit bureaus by using the following links: 

Equifax | Experian | TransUnion | Innovis | National Consumer Telecom & Utilities Exchange 

 

https://www.consumer.ftc.gov/articles/0060-10-things-you-can-do-avoid-fraud
https://farmersidentityshield.com/risk-compass-start
https://www.optoutprescreen.com/
https://www.consumer.ftc.gov/topics/limiting-unwanted-calls-emails
https://wallethub.com/edu/identity-theft/17120/
https://www.experian.com/blogs/ask-experian/how-to-stop-identity-thieves-from-stealing-your-tax-refund/
https://www.equifax.com/personal/credit-report-services/credit-freeze/
https://www.experian.com/ncaconline/freeze
https://www.transunion.com/credit-freeze
https://www.innovis.com/personal/securityFreeze
https://www.nctue.com/consumers
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Scenario 3- Checking, savings or investment accounts are accessed 

Accessing checking, savings and investment accounts is a more technically difficult way for thieves to 
take funds than some of the other categories. This type of fraud tends to happen at a personal level. The 
scam could involve intercepting wires, social engineering to initiate a transfer, or the use of skimmers at 
gas pumps to obtain debit card information. There are few, if any, regulatory protections in place to 
restore losses from consumer funded accounts.  

 Material losses of this type are less common but can result in losing an entire life’s savings 
 Losses are not likely to be recoverable unless you and your financial intermediary act fast 

Identity theft protection  

Is it a coincidence that the Lifetime movie was released in 2004 and LifeLock was founded in 2005?ii I’m 
not sure but it seems unlikely. Given the incredible stats and confusion surrounding identity theft, there 
are probably more people signed up for these services than need to be. Each of the credit bureaus 
provides a free credit report every year so you could review one every four months and stay in tune with 
your financial picture. vi  

However, if you do not want to monitor your own finances and want insurance, paying for protection 
could be a good option for you. Check out this article to see the pros and cons of various providers.vii 

Given the costs associated with credit monitoring services, be sure to take advantage of free offers from 
retailers following data breaches.   

PRO TIPS 

Sign up for alerts with all your financial institutions so you know about unusual activity. Set up the multi-
factor authentication for added security. Review your monthly statements.  

Switch from using debit cards to credit cards for all transactions and keep your PIN safe.vi  Transfer excess 
cash from your checking to your savings account regularly because your savings account has less 
encounters with the outside world.  

If you are using a savings account as automatic overdraft protection, switch to a line of credit. Otherwise, 
if a thief gets access to your checking account, you will be granting access to your savings account as well. 

Reduce your use of checks where possible. Checks have all the details to your checking account plus your 
signature.  Switch to online bill pay if you are still putting checks in the mail because mail theft is not 
uncommon.  

Talk to your investment manager about their safeguards regarding distributions and make sure they 
wouldn’t rely solely on an email for a transfer request.  

Never email account specifics or wiring instructions.  

Be wary of private student loan consolidation firms and never provide them your Department of 
Education  or FAFSA login information to fill out forms on your behalf. 

https://www.nerdwallet.com/blog/finance/comparing-identity-theft-protection-services/
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Property & casualty endorsement  

Alternatively, you may be able to get an insurance policy from your property and casualty insurance 
provider for a fraction of the cost. The insurance company will likely monitor your social security 
number and send you alerts if anything changes in your credit profile and cover some fixed amount for 
identity fraud losses that would be enough in many cases. You may already even have some identity 
theft protection in your homeowner’s insurance policy, so check with your agent. 

What to do if you become victim to identity theft 

The FTC put a checklist in place for victims of identity theft detailing what to do right away, how to begin 
repairing the damage, how to clear up collections and criminal charges and how to add an alert to your 
credit profile. Victims of all forms of fraud should file a report with the FTC because enough complaints 
could lead to an investigation.  

 

Thanks for reading! Stay safe out there- 

Erica Blake, CFA, CFP®, CSLP®  

LifePath Financial Advisors, PBC 

erica@lifepathfa.com | https://www.lifepathfa.com | 303-351-1434 

i Federal Trade Commission 
ii Google 
iii Oxford 
iv Experian 
v Motley Fool 
Vi WalletHub 
vii NerdWallet 
 
 

The information on this presentation is provided “AS IS” and without warranties of any kind either express or implied. To the fullest extent 
permissible pursuant to applicable laws, LifePath Financial Advisors, PBC (referred to as “LPFA”) disclaims all warranties, express or implied, 
including, but not limited to, implied warranties of merchantability, non-infringement, and suitability for a particular purpose. 

LPFA does not warrant that the information will be free from error. None of the information provided on this presentation is intended as 
investment, tax, accounting or legal advice, as an offer or solicitation of an offer to buy or sell, or as an endorsement of any company, security, 
fund, or other securities or non-securities offering. The information should not be relied upon for purposes of transacting securities or other 
investments. Your use of the information is at your sole risk. Under no circumstances shall LPFA be liable for any direct, indirect, special or 
consequential damages that result from the use of, or the inability to use, the materials in this site, even if LPFA or aLPFA’s authorized 
representative has been advised of the possibility of such damages. 

In no event shall LPFA have any liability to you for damages, losses, and causes of action for accessing this presentation. Information should not 
be considered a solicitation to buy, an offer to sell, or a recommendation of any security in any jurisdiction where such offer, solicitation, or 
recommendation would be unlawful or unauthorized. 

 

 

https://www.identitytheft.gov/Steps
mailto:erica@lifepathfa.com
https://www.lifepathfa.com/

